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Cyber
Tabletop

An event-driven cyber crisis simulation exercise where key Cyber
Incident Response Team (CIRT) members of an organization assemble in
a semi-formal, boardroom setting to discuss their roles and actions
during a cyber-related emergency, and as such practice an optimal
response to a cyber crisis situation.

ORNA's expert facilitators guide the participants through a bespoke
scenario crafted beforehand based on threats and risks particular to
your industry, providing action triggers ("injects"), benchmarking and
decision-making assistance where needed.

Register now! Go to or chat with our
team to book this workshop.
Limited slots available.


https://www.orna.app/
https://www.orna.app/solutions

MAKES PERFECT

Performing a Cyber Tabletop Exercise is a crucial component of
an effective Cyber Incident Response program, as even the
most well-planned processes can fail in a high-stress situation if
not practiced regularly, or are unknown to the key participants.
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Discuss the following points among the CIRT memb
a decision is needed, try to determine who is respon:
with, and who needs to be informed (hint: use the RACI tables in the IR P.
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What actions should be taken in regards to the affected employe. 11:22 AM
What playbaok should the team follow, if any, at this point?
Should any communication be issued internally o externally?

Is this finding related to the affected customer's compromised <t

BENEFITS

Minimizing ad-hoc actions with the ultimate goals of reducing
liability, maintaining public image, retaining customers and
containing long- and short-term incident-related costs.

Cyber Incident Response Team gains or improves practical,
g hands-on knowledge on exactly how to identify, escalate and
resolve cyber incidents based on real-world scenarios.

: Auxiliary teams (Legal, Finance, Comms, HR) gain a clear
view of their involvement in the resolution of cyber incidents,
and practice cross-functional collaboration.

Business Stakeholders gain precise practical knowledge on
2 how to handle a cyber crisis while minimizing damage to the
business and fulfilling regulatory obligations.



